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Why Threshold PHE?
Let’s add UC security...
...and find a (round-optimal) instantiation



A Single Point of Failure

H(“1234”, 2181) = b481

un s h data
alice 2181 b481 “secret”
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PHE: Distributing Trust

ECSJR’15 (USENIX), SFSB’16 (CCS), LESC’17 (USENIX), LERCMS’18 (USENIX), BELSSZ’20 (CCS)

alice, 1234

“secret”
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TPHE: Distributing Trust
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TPHE: Security Against Corruption

Security against corruption of

• All n ratelimiters

• The server and t− 1 ratelimiters

alice, 1234

“secret”
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Why Threshold PHE?
Let’s add UC security...
...and find a (round-optimal) instantiation



Game-based vs Universally Composable

• PH(E) has a history of insufficient security models:
LESC’17 discovered a gap in SFSB’16, and BGS’25 in LERCMS’18

• PH(E) is used in the context of complex eco-systems
→ standalone security is insufficient

• Human behaviour is not modeled in game-based definitions
(typos, password re-usage, using personal information)

→ A security definition in the UC Framework avoids all those problems
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Internal State of FTPHE

• storage(id)

Maps id to a password, message pair (pw ,m)

• retrieveRate(Ri, id)

Tracks the remaining quota of Ri for ciphertext stored at position id
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Functional Interfaces of FTPHE

• (Store, id , pw ,m) from S

– Store (pw ,m) in storage(id)

– Leak (Store, id , |m|) to A

• (Retrieve, id , pw ′) from S

– Store request with unique rqid

– Leak (Retrieve, id , rqid) to A

• (HelpRetrieve, id) from Ri

– Increment retrieveRate(Ri, id)

– Notify A
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Adversarial Interfaces of FTPHE

• (FinishRetrieve, rqid) from A

– Retrieve (Retrieve, id , pw ′) from queue
– Let A choose RLset and ensure retrieveRate(Ri, id) ≥ 1 ∀Ri ∈ RLset and
|RLset |+ nc ≥ t

– Decrement retrieveRate(Ri, id) ∀Ri ∈ RLset

– If pw ′ == pw , return (FinishRetrieve,m) to S ; otherwise, return
(FinishRetrieve,⊥)

• (ChangeCorruption,P , corrupt) from A

– Set corruption status of P to corrupt

– If P = Ri and corrupt = ⊥, reset retrieveRate(Ri, id)← 0 ∀id ∈ N
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Adversarial Interfaces of FTPHE

• (PwGuessStart, id) from A

– Ensure storage(id) ̸= ⊥
– Ensure S is corrupt and perform same ratelimiting checks as for
FinishRetrieve, including decrementing retrieveRate

– Store new password guess token for the ciphertext stored under id

• (PwGuessFinish, id , pwA) from A

– Check that a password guess token for the ciphertext stored under id
exists and delete it

– Let (pw ,m) be the entry of storage(id)
– If pw == pwA, return (PwGuessFinish,m) to A; otherwise, return
(PwGuessFinish,⊥)
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The Need for PwGuessStart

Assume 2-out-of-3 TPHE and the following calls to FTPHE

1. (Retrieve, id , pw) from S

2. (HelpRetrieve, id) from R1

3. (HelpRetrieve, id) from R3

4. (ChangeCorruption,Ri,⊥) from A ∀i ∈ [3]

→ resets all retrieveRate to 0

5. (FinishRetrieve, rqid) from A
fails unintendetly because of insufficient decryption quota
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Why Threshold PHE?
Let’s add UC security...
...and find a (round-optimal) instantiation



UCPY: A Composable TPHE Protocol

Oblivious
Exponentiation

Random
Oracle

Random
Oracle

Random
Oracle

OTP
Encryption

skR skR

pw

skS

pw

pw ,m

C0

m

C1

The Oblivious Exponentiation part is similar to BGRS’25 with a different secret sharing structure
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UCPY: Simulating Encryption

E

FTPHES

(1) id, pw,msg

(5) ok
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E
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UCPY: Simulating Encryption

E
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16 | Universally Composable Password-Hardened Encryption | Ruben Baecker



UCPY: Simulating Encryption

E

FTPHES (2) id pw msg

(1) id, pw,msg

(3) id, |msg|
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UCPY: Simulating Encryption

E

FTPHES (2) id pw msg(6) id c1 c2 ns nr

(1) id, pw,msg

(3) id, |msg|

(4) [p]2, id, nr(5) [u]t

(5) ok
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UCPY: Simulating Decryption

E

FTPHES id pw msgid c1 c2 ns nr

(1) id, pw′

(5) ok

(1) id, pw,msg
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UCPY: Simulating Decryption

E

FTPHES
(6) pw ?

= pw′
id pw msgid c1 c2 ns nr
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(5) ok
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UCPY: Simulating Decryption

E

FTPHES
(6) pw ?

= pw′
id pw msgid c1 c2 ns nr

(1) id, pw′

(2) id

(3) [p]2, id, nr(4) [u]t

(5) ok

(7) msg (1) id, pw,msg
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UCPY: Simulating Random Oracles
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Why Threshold PHE?
Let’s add UC security...
...and find a (round-optimal) instantiation



Why Threshold PHE?
Let’s add UC security...
...and find a (round-optimal) instantiation

We also found a gap in the proof of BELSSZ’20



A Gap in BELSSZ’20
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A Gap in BELSSZ’20

Extracting from simulated proofs is impossible!
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Thanks for your attention!
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UCPY: A Hybrid Protocol

S R

test testF i
ro, i = 1, 2,OTP,MAC,N

Fnizk Finit&rotateKey Fauth

PPHE

≤ FPHE

interface
to E

interface
to E

interface
to E
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